dHSM: Decentralized Hardware

Security Module (Revised)

The Next Generation of Decentralized, Quantum-
Seeded, and Multi-Party Computed (MPC) Key
Management

1. Abstract

The dHSM (Decentralized Hardware Security Module) represents a fundamental
paradigm shift in how cryptographic assets and digital identities are managed and
protected. In contrast to traditional HSMs, the dHSM offers a decentralized, cost-
effective, and blockchain-native solution. This architecture is now explicitly
designed for the Quantum Era, built upon a triad of cutting-edge technologies:

* Quantum-Seeded Entropy (QSE): Utilizes Quantum Random Number
Generators (QRNGS) to ensure all generated cryptographic keys are
fundamentally unpredictable and resistant to both classical and quantum
attacks.

» Decentralized Architecture: Leverages blockchain (Gnosis Chain) and
distributed storage (IPFS) to eliminate single points of failure, ensuring high
availability and resilience.

» Zero-Exposure Post-Quantum Cryptography (PQC): By transforming any
cryptocurrency wallet into a secure HSM, dHSM ensures private keys are
never exposed. It is engineered to natively generate and manage
CRYSTALS-Dilithium PQC keys, providing a Quantum-Ready key
management solution designed to migrate assets and identities to a post-
quantum state.
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2. The Problem: Centralization, Predictability, and the Q
Honeypot

The digital security landscape faces two existential threats: the limitati
centralized HSMs and the existential threat of the Quantum Honeypot—where all
ECDSA signatures exposed on pre-quantum blockchains are currently being
harvested for future decryption by quantum computers. dHSM is designed to
address this fundamental vulnerability at the root of key generation and the point
of signing.

3. The dHSM Solution: A Triad of Trust for the Quantum Era

Pillar 1: Quantum-Seeded Entropy (QSE)

The dHSM integrates QSE via the QSHaasS service. This quantum entropy is used
for both Key Pair Generation and Transient Symmetric Key Generation, ensuring
the foundational elements of security are fundamentally unpredictable.

Pillar 2: Decentralized Architecture (Blockchain & IPFS)

Eliminates single points of failure by distributing key state (Gnosis Chain) and
encrypted key data (IPFS).

Pillar 3: Zero-Exposure Quantum-Ready Key Management

The dHSM’s zero-exposure protocol is now Post-Quantum Cryptography (PQC)
Agnostic.

» Wallet as HSM: The user's wallet is the secure execution environment.

* PQC-Native Generation: dHSM supports the generation of PQC key pairs
(e.g., CRYSTALS-Dilithium) seeded by QSHaasS, alongside traditional
ECDSA keys.

* Soulbound Tokens (SBTs): Stores the encrypted keys as non-transferable
SBTs, which are now versioned to manage the migration from an ECDSA
key pointer to a PQC key pointer, preventing illicit transfer or theft.
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4. Technical Deep Dive: Post-Quantum Key Lifecycle

Setup Phase (Quantum-Seeded Configuration)

This phase is extended to support PQC key generation.

* PQC Key Generation: The client requests an entropy seed from QSE
(QSHaaS) and uses it to locally generate the cryptographic key pair,
optionally using a PQC algorithm (e.g., Dilithium).

* Double Encryption: The private key (either ECDSA or PQC) is encrypted,
and the symmetric key is encrypted using the user's wallet public key.

» SBT Minting (Versioned): The doubly encrypted payload is stored on IPFS.
The SBT on Gnosis Chain is minted/updated with a PQC Key Pointer hash,
linking the new, quantum-resistant key to the user's identity.

Usage Phase: Dual-Sighing and PQC-Validation
This process now explicitly supports a Dual-Signing capability.

* Signing Operation: The decrypted private key is used to perform the digital
signature operation. The client can optionally generate a PQC Signature
alongside the traditional ECDSA signature.

* PQC-Validation Integration: This PQC signature is compatible with the
ERC-4337 Post-Quantum Secure Smart Contract Account EIP, allowing the
signature to be validated by smart contract logic even before a network-wide
PQC hard-fork.

5. Strategic Advantages

Advantage Description

Combines quantum entropy (QSE) for key generation with

Quantum- ) o
i native PQC key support (Dilithium). It enables a

Ready Security o

documented, seamless Quantum Migration Path.

Provides the technical backbone for ERC-4337 PQC Smart
Ecosystem .

. Accounts, positioning the dHSM as the key management

Leadership

layer for the quantum-resistant future of Ethereum.
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Advantage Description

Resilience & Decentralized architecture eliminates single point
Availability (designed for 99.99% uptime).

Dramatic Cost  Replaces high capital expenditure (CapEx) with a software-
Efficiency centric, OpEx model.

6. Practical Use Cases (PQC-Enabled)

Use cases are now focused on securing the transition.

» Decentralized Identity Management (DID): Securely manages the private
keys associated with DIDs. The dHSM enables DID Key Rotation to PQC
algorithms before the current ECDSA key is exploited.

» Secure APIITLS Key Rotation: Automates rotation of keys to PQC to
protect websites and services from future harvest-and-decrypt attacks.
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